C KaXIbpIM TOJIOM MOJIOJICKU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ ITKOJLHUKU OJHU U3
CaMbIX aKTUBHBIX NOJIb30BaTeNe Pynera. Mexay TeM, MOMUMO OrPOMHOTO KOJITMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIeMbI. DTa MaMsATKa JOJHKHA TOMOYb Tebe
0€30MacHO HaXOIUTHCS B CETH.

KomnbroTepHbie BUPYChI

KomnproTepHbIil BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTINYUTEIbHON
O0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOKEHUIO. B TonoiHeHue K 3Tomy,
BHUPYCHI MOTYT TOBPEIUTH UITU TIOJTHOCTHIO YHUUTOXUTH BCe (DaiiIbl U JAHHBIE,
MOIKOHTPOJIbHBIE TTOJIB30BATENI0, OT UMEHU KOTOPOTo ObliIa 3aImyIeHa 3apakeHHas
MporpaMma, a TAK¥Ke MOBPEIUTh WITN JAaXKE YHUUTOKUTH ONEPALIMOHHYI0 CUCTEMY CO BCEMU
¢aiimamu B 11e710M. B 60IBIIMHCTBE CIIy4aeB pacpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.
MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. HMcnonb3yii COBpEMEHHBIE ONEpallMOHHBIE CHUCTEMBI, IMEIOLIUE CEPbE3HBII YPOBEHD
3alIUThI OT BPEJIOHOCHBIX MPOTPAMM;

2. IlocTtosnHO ycTaHaBnmMBail matun (IU(GPOBBIE 3aMIATKH, KOTOPhIE aBTOMATHYECKH
YCTaHABIMBAIOTCS C LIEJIbIO TI0PaOOTKH MPOTrpaMMBbl) U Apyrue OOHOBJIEHUS CBOEH
onepanuoHHOM cructeMbl. CkaunBai UX TOJIBKO C O(PUIIMAIBHOTO caiiTa pa3paboTyuka
OC. Ecnu cymiecTByeT pesKuM aBTOMAaTUYECKOT0 OOHOBIICHHUSI, BKIIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE TO/1 MPaBaMHU MOJIb30BATENS, @ HE aIMUHUCTPATOPA.
DTO0 HE MO3BOJIUT OOJILIIMHCTBY BPEAOHOCHBIX ITPOTrPaMM MHCTAIUPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yld aHTUBUPYCHBIE IPOrPaMMHBIE ITPOAYKThI H3BECTHBIX MPOU3BOIUTEINEH, C
aBTOMAaTH4YE€CKUM OOHOBJIECHHEM 0a3;

5. OrpaHudb (PU3HYECKHUHN TOCTYI K KOMIBIOTEPY JJIs TOCTOPOHHUX JIHII;

6. Vcmonb3yit BHEITHHE HOCUTENTN HHPOPMAINH, TaKUe KaK (IIelIka, TUCK uiu ¢ailn u3
MHTEPHETA, TOJIbKO U3 TPOBEPEHHBIX UCTOUYHUKOB;

7. He oTKpbIBaili KOMIBIOTEPHBIC PaiiiIbl, MOTYUYCHHBIC U3 HEHAIC)KHBIX UCTOYHUKOB.
Jaxxe Te (aiisibl, KOTOpbIE MPUCIIAT TBOM 3HAKOMBbIH. Jlydllle yTOUHU y HETO,
OTIPABJISLI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 970 He BUj nepeauu TaHHbIX, HE TEXHOJIOTHSI, a BCETOo JIMIIb OpeH, mapka. Eie B
1991 rony Huaepnanackas kommanus 3apeructpuposaiia opern "WECA", yto 0603Ha4ano
cnoBocoueranue "Wireless Fidelity", koTopslil mepeBouTcst kak "OecrpoBoiHast TOYHOCTD'.
Jlo Hamero BpeMeHu Jolia apyras ab0peBuaTypa, KOTopas sBIJISIETCS TaAKOM e
TexHojorueu. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHHEe OBLIO TaHO ¢ HAMEKOM Ha
CTaHAapT BbICIIeH 3BykoBOM TexHUKU Hi-F1, 4TO B nepeBoje o3HavaeT "BbICOKasi TOYHOCTh'.
Ja, 6ecrmaTHBIA HHTEPHET-IOCTYI B Kae, OTesIX U adpornopTax SBISETCS OTIMYHON
BO3MO’KHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUMTAIOT, UTO OOIIEAOCTYITHbIE
Wi-Fi ceTu He sBASIOTCS 0€30MTaCHBIMHU.

CoseTnl 110 6e30nacHOCTH PadoOTHI B 001IeA0CTYNHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro TuuHy0 HHGOpMaIuio depe3 odmeaoctynabie Wi-Fi cetn.
Pabotas B HuX, *enaTebHO HE BBOJUTH NApOJIH JI0CTYMa, JOTUHBI U KAKHE-TO
HOMEDA;

2. Hcnone3yii 1 0OHOBIISI aHTUBUPYCHBIE IIPOTpaMMBbl U OpaHaMayep. Tem cambIM ThI
o0e3onacuilb cedst OT 3aKaYKy BUpYCa Ha TBOE YCTPOWCTBO;
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[Tpu ucnons3oBanuu Wi-Fi otkmroun pyskuuto "O0muit goctym k daiinam u
npuHTepam". JlaHHas GyHKIKA 3aKPhITA [0 YMOJTYAHHIO, OJJHAKO HEKOTOPbIE
M0JIb30BATENH AKTUBUPYIOT €€ JJIsl y100CTBA UCIIOJIb30BaHUs B paboTe WK y4eoe;
He ucnonb3yit myonnunbsii WI-FI 1i1g nepegaun IM4HBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COLIMAJIBHBIC CETU WIH B 3JIEKTPOHHYIO IOYTY;

Ncnone3yii Tonbko 3amuieHHoe coeaunenue uyepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoau nMeHHO "https://";

B mo6unbsHOM Tenedone otkmoun Gyukiuto "Iloaxnouenue k Wi-Fi
aBromatudecku'. He nomyckail aBTOMaTH4ECKOTO TIOIKJIFOUEHHS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

CouuajibHble ceTH

ComnmabHbBIE CETH aKTHBHO BXOJIST B HAITY )KM3Hb, MHOTHE JIFOJIA Pa0OTAIOT U KHUBYT TaM
MOCTOSTHHO. MHOTHE TTOJIb30BATEIN HE TIOHUMAIOT, YTO HH(OpMAIus, pa3MeIleHHast UMU B
COIMATBHBIX CETSAX, MOKET OBITh HalJIeHa U MCIIOJIb30BaHa KEM YTO/IHO, B TOM YHCJIC HE
00s13aTeTBHO ¢ OJIarMMHU HAMEPEHHUSMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COIMATBHBIX CETSIX:

1.

Orpanuub CIUCOK Apy3eu. Y TeOs B APY3bsiX HE JOJKHO OBITh CIIyYaAHBIX U
HE3HAKOMBIX JIIOJIEH;

3amuinai cBOI0 4acTHYIO ku3Hb. He ykasbiBaii mapoiu, TeneoHsl, aapeca, 1aTy
TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(MOpMAIUIO. 3II0yMBIIIIICHHUKA MOTYT
MCIIOJIb30BATh Jake MHPOPMAIIUIO O TOM, KaK Thl U TBOU POJIUTEIU TUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amminai CBOO PEMyTaIHIo - IEPKHU €€ B UUCTOTE U 3a7aBail cede BOTIPOC: XOTes Obl
ThI, UTOOBI IPYTHUE TOJI30BATENIN BUACIH, YTO Thl 3arpyxaeiib? [lomgymai, mpexae
YeM YTO-TO ONyOJIMKOBATh, HAIMKCATh U 3arpy3UTh;

Ecnu Tl rOBOpHILIB C JIFOJbMU, KOTOPBIX HE 3HACIIb, HE UCIIOJB3YH CBOE pealbHOE
UMS U APYTYIO JIMYHYI0 UHGOOPMAITUN: UMSI, MECTO KUTEILCTBA, MECTO YICOBI U
Ipouee;

N36eraii pazmenienus portorpaduii B UnTepHeTe, rae Thl H300pakeH Ha MECTHOCTH,
10 KOTOPOW MOKHO OIPEAEIUTh TBOE MECTOIIOJIOKEHUE;

[Ipu peructpaiu B COIMAIBLHON CETH HEOOXOIUMO UCIIOJIb30BaTh CIIOKHBIC MMAPOJIHU,
cocrosime u3 0ykB U U(p U C KOJIMYECTBOM 3HAKOB HE MEHee §;

JJist conmanbHOM CeTH, TIOUTHI M IPYTUX CAUTOB HEOOXOMMO MCIIOJIB30BaTh pa3HbIe
napoiu. Torga ecnu Te0s B3IOMAIOT, TO 3JI0YMBINIJICHHUKH MOTyYaT AOCTYM TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE JeHbIH

DJEKTPOHHBIE JCHBIU - 3TO OYCHb YA00HBIN CIIOCO0 MIaTekel, OJJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTAT MOJYIUTh 3TH JCHBIH.

DNEKTPOHHBIC JCHBI'M TIOSIBUIIMCH COBCEM HEIaBHO U MMEHHO M3-32 3TOTO BO MHOTHX
rocyJapcTBax 0 CHX TOp HE TIPOIHUCAHO PO HUX B 3aKOHAX.

B Poccun e oM QYyHKITMOHUPYIOT U O HUX YK€ IMPOTMCAHO B 3aKOHE, T/IC UX Pa3/IeisioT Ha
HECKOJILKO BHJIOB - aHOHUMHBIC U HE aHOHMMHBIC. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3pemiaeTcst MPOBOIUTE OTIepaliny 0e3 UISHTH()UKAIINN TTOJIH30BaTEIs, a B
HEAHOHUMHBIX UJIEHTU(UKAIUS TTOJIH30BATEINS SIBISETCS 003aTEIBHOM.

Taxoke cienyeT pa3nuyaTh MMEKTPOHHbIE (PUATHBIE IEHbIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIFOTaM) U DJIEKTPOHHBIE He(UATHBIE IEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTaM).
OcHoBHBIE COBETHI N0 0€e30MacCHOi padoTe ¢ 3JTeKTPOHHBIMH IeHbraMM:
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1. IIpuBsbKu K cueTy MOOMIBHBIN TeJaepoH. ITO caMblil yAOOHBIN U OBICTPBII CIOCO0
BOCCTAaHOBHUTH JOCTYH K cueTy. [IpuBs3anHbIi TenedoH TOMOXKET, €Cir 3a0yIeIb
CBOM IUIATEXKHBIN MapOJIb WM 3alAEIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yi ogHOpa3oBbie nmaponu. [locie nepexona Ha yCUIIEHHYIO aBTOPU3ALUEO
Tebe yke He OyJIeT yrpoKaTh OMAaCHOCTh KPaKU MUITU TIEpPEeXBaTa IIaTEKHOTO Mapois;

3. BwiOepu cioxusii maposib. [IpectynHukam Oy1eT He TPOCTO yrajaTh CIOKHBIN
naposib. HagesxHple mapoiu - 3TO Mapoiu, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIFOYAIOT B C€0S CTPOYHBIC U TPOMUCHBIE OYKBBI, HU(PPHI K HECKOJIBKO CUMBOJIOB,
TaKkHe Kak 3HaK jojuiapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOM CBOM JINUHBIE JJAHHBIEC HA CATaX, KOTOPHIM HE JOBEPSICIIb.

DJIeKTPOHHAas MoYTa

DneKTpoHHAs MOYTa - 3TO TEXHOJIOTHUS U IPEIOCTABISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHU, KOTOPBIE paCPEAEIIIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO JIEKTPOHHBINA MOYTOBBIN SATTUK BBITJISIIAT CICAYIOMNUM 00pa3oM:
MMsI_TOJIb30BaTEIA(@WUMS_JToMeHa. Takke KpoMme nepeiadyi MpoCcToro TeKCTa, UMEETCs
BO3MOKHOCTH TIEpe1aBaTh (paiiiibl.

OcHOBHBIE COBETHI 0 0€30MacHO# padoTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hanmo BbIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BEIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE JOBEPSITh TEM, KOTO 3HACUIb U KTO
IIEPBBIN B PEUTHUHTE;

2. He yka3biBaii B IMYHOM MOUTE JUUYHYIO HHPopManuio. Hanpumep, sydiiie BoiOpaTh
"My3bIkanbHbIN (paHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonb3yi AByX3TalHyI0 aBTOPU3AIIHAI0. ITO KOTrAa MIOMUMO NapoJis HY>KHO BBOJIUTh
KOJI, PUCBhLUIAEMBIN 110 SMS;

4. BpiOepu CIOXKHBIN Maposib. J[Jig KaXka0ro MOYTOBOTO SITUKA JI0JHKEH OBITh CBOI
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY M1apOJIb;

5. Ecim ecTh BO3MOKHOCTh HAITMCATh CAMOMY CBOM JINYHBIN BOIIPOC, UCITOJIB3YH ATy
BO3MO>XHOCTH;

6. Mcnosb3yl HECKOJIBKO ITOYTOBBIX SAIIUKOB. [IepBbIN U1 4aCTHOM NIEPETUCKU C
azpecaTaMiy, KOTOPBIM Thl IOBEPACIIb. DTO 3JIEKTPOHHBIN aJIpeC HE HAZI0
MCII0JIb30BATh TP PErUCTpalluK Ha (POopyMax U calTax;

7. He oTkpsbiBait ¢haiiiibl U ApyTrue BIOKEHUS B MUChbMaX, JaKe €CIIU OHU MPUIIUTH OT
TBOUX Jipy3ei. Jlydiie yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe 3TU (ailibr;

8. Ilocne okoHuaHust pabOTHI HA MOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKJIAIKU C
caiToMm He 3a0yp HaXxaTh Ha "Beritn".

Ku6epOyiimHr Wiin BUPTYyaibHOE U3/1€BaATEIHCTBO

KubepOymauHr - mpecienoBaHie COOOMICHUSIMH, COIEPKAITIMHI OCKOPOICHHS, arpecCulo,
3alyrUBaHUE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3TUYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTHI 110 00pb0e ¢ KNOEepPOYJVINHIOM:

1. He Opocaiics B 60ii. JIyummii cmoco0: mocoBEeTOBaTHCS Kak ce0sl BECTH U, €CJIH HET
TOT0, K KOMY MOKHO OOpaTUTHCSI, TO BHAYAJI€ YCIIOKOUThCS. ECIIM Thl HAUHEIIIb
OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJICHHUS, TO TOJIBKO €IIIe OOJIbIIe Pa30kKKeITh
KOH(JIUKT;

2. Ympasisii cBoel kudeppenyTaruei;

3. AHOHUMHOCTH B ceTd MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;
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4. He cTout BecTu XyIuraHcKuii o0pa3 BUPTyasIbHOM ku3HU. IHTEpHET QUKCcUpyeT Bce
TBOU JCHCTBUSA U COXPAHSET UX. Y IATUTh UX OyJIeT KpailHe 3aTPyAHUTENBHO;

5. Cobnronaii CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii ennundnbiii HeratuB. OTHOPa30BbIE OCKOPOUTEIHHBIE COOOIICHUS JTyHIle
UTHOpHpOBaTh. OOBIYHO arpeccus NPEeKpalaeTcsi Ha HaYaJIbHOM CTaauM;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COLIMATIBHBIX
CETSIX €CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILIEHUH C OIPeIEICHHbBIX
aJpeCoB;

8. Ecnu b1 cBUaeTens kubepOyinHra. TBou AeMCTBUS: BBICTYIIUTH IPOTUB
[peciae0BaTes, II0Ka3aTh eMY, YTO €0 ACHCTBUS OLICHUBAKOTCA HETAaTUBHO,
MOJ/IEPKaTh JKEPTBY, KOTOPOU HyHa IICUXOJOTHYECKas MOMOIIb, COOOLIUTh
B3pOCIBIM O (haKTe€ arpeCCUBHOTO MOBEJEHUS B CETH.

MoOuabHbIi Tes1e)oH

CoBpemenHble cMapTHOHBI U IUIAHIIETHI COAepkKaT B ce0e BIOTHE B3POCIbINA (YHKIIMOHAT, U
TENepb OHU MOTYT KOHKYPHUPOBATH CO CTAllMOHAPHBIMUA KOMITbIoTEpaMu. OTHAKO, CPEJICTB
3aIUTHI AJIs TOIOOHBIX YCTPOMCTB MOKA OUEHBb Masio. TeCTUpOBaHUE U TIOUCK ySI3BUMOCTEH
B HUX [TPOUCXOJUT HE TaK MHTEHCUBHO, Kak 11 [IK, To jxe camoe kacaeTrcs U MOOMIIbHBIX
MIPUJIOKEHUM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JIOTHAIN HaCTOJIbHbIE aHAJIOTH,
OJIHAaKO pacuIMpeHue pyHKIIMOHaa BIECYET 3a COOOM OOMIBIIYIO CII0KHOCTh U MEHBIIYIO
3aIIMIIEHHOCTD.

Jlaneko He Bce MPOU3BOIUTENHN BbITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JUISL CBOUX YCTPOWCTB.

OCHOBHBIEC COBETHI I 0€30MTaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBisieTcs no-HacTosIEeMy OecIiaTHBIM. byib OCTOpOXKEH, BEAb KOra Tede
npeaiaratoT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHUE-TO IIJIaTHBIE YCIIYTH;
Hymaii, mpexe yem otnpaButb SMS, ¢hoto miu Buaeo. Tol TOUHO 3HACIIB, T1€ OHU OYyAyT B
KOHEYHOM HTOre?

Heo0xo1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonpe3yit aHTUBUPYCHBIE TIPOIPaMMBI JIsl MOOMJIBHBIX TeJIe()OHOB;

He 3arpy»xaii Ipui1oKeHus: OT HEM3BECTHOI'O UCTOYHHKA, BEJb OHU MOTYT COJIEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne TOro Kak ThI BBIMEIIb € CaiiTa, I/1€ BBOAMII JIMUHYIO HHPOPMAIIHIO, 3aii11 B
HACTpOWKHU Opay3epa u yaainu cookies;

[lepnoauyecku npoBepsii, KaKue IJIATHBIE YCIIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;
JlaBaii cBOM HOMEp MOOMIIBHOTO Tene(hOHa TOIBKO JIOASM, KOTOPBIX Thl 3HACUIb U KOMY
NOBEPSICIID;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAA Thl UM HE ToJb3yelbes. He 3a0piBail nHor1a
IIPOBEPSATH ITO.

Online urpsbi

CoBpeMEHHBIE OHIIAMH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINAE PA3BICYECHUA,
00BEUHSIOIINE COTHU ThICSY YEJIOBEK MO0 BceMy MUpPY. Mrpoku nccineayroT 1aHHbIA UM MUD,
oOLIA0TCS IPYT C APYTrOM, BBITOJHSIOT 3aJaHusl, CPAKAIOTCSI C MOHCTPAMU U TIOJTy4ar0T
OTIBIT. 32 YAOBOJIBCTBUE OHU IIATSAT: MOKYHAOT AUCK, OIUIAYUBAIOT AOOHEMEHT WJIN
NPUOOPETAIOT KAKHE-TO OIIIUH.
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Bce »tH cpencTBa nayT Ha MOAEpKAHUE U Pa3BUTHE UTPHI, a TAK)KE Ha caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC MAaT4YH (1M POBLIE
3aIJIaTKU JIJIs1 TPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HbBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPasku TBOETO
1aposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMK OOJILIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH TBOEI'0 HIPOBOI0 AKKAYHTA:

1. Ecnu npyroii urpok BeeT cedst I10Xo Uik co3/1aeT Te0e HENPUATHOCTH, 3a0JI0KUPYH
€ro B CIIUCKE UTPOKOB;

2. Iloxamnyiicst aAIMMHHCTPATOPaM UIPbI HA IUI0XOE ITOBEIEHHUE ITOTO UTPOKA,

KEJIATEJIbHO IPWIOKUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBaii nuunyto nHpopmMaiuio B mpodaiise urpsi;

YBaxkall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuimaabHble TaTYU U MOJIBI,

Hcnonp3yii CII0XKHBIE U pa3HbIE IAPOJIH;

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIK0YATh aHTUBUpPYC. [10Kka ThI urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPA’Ka JHYHBIX JAHHBIX

OOBIYHOM KpaXkel JeHET U IOKYMEHTOB CErOHs YK€ HUKOIO HE YIMBHUIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTMH 37I0YMBIIIJICHHUKHU [IEPEMECTUIIMCH B UHTEPHET, U IMPOAOLKAKOT
3aHUMAThCA "MIOOUMBIM" IETTOM.

Tax nosiBUIIaCh HOBAsI yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TJ1aBHAs LI€Tb
KOTOPOT'O COCTOUT B MOJYyYEHUHN KOHPUIECHIUAIBHBIX JaHHBIX M0JIb30BATENIEH - IOTUHOB U
naposieii. Ha anrnmiickom si3bike phishing unrtaercs kak ¢umuar (0T fishing - peibHast m0B,
password - mapoJib).

OcHoBHBbIE cOBeTHI 110 60pbLOe ¢ PUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim ThI mogo3peBaelib, 4To TBOSI aHKETa Obliia
B3JIOMaHa, TO HE0OX0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHICTPATOPaM
pecypca 06 3TOM Kak MOYKHO CKOpee;

2. HUcnonb3yii 6e30macHble B€O-CalThl, B TOM YHCIIE, MHTEPHET-Mara3uHoOB U MOMCKOBBIX
CUCTEM;

3. Hcnonb3yi ciioxHbIE U pa3Hble Mapoiau. Takum 00pa3zom, eciu Te0s B3IOMAaroT, TO
3JI0YMBIIJIEHHUKY MOIyYaT JOCTYH TOJBKO K OJJHOMY TBOEMY NPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B310Maau, TO HEOOXOAUMO NPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBieHbI y TeOS B IPY3bsIX, O TOM, YTO T€OS B3IIOMAIH U, BO3MOXKHO, OT TBOETO
uMeHU Oy/IeT pacchuIaThCs CIlaM M CCHUIKH Ha (DUITMHTOBBIE CANTHI;

5. YcranoBu HagexHbli mapoisb (PIN) Ha MoOMIBHBIN TenedoH;

6. OTKITIOYM COXpaHEHUE Mapoiisi B Opaysepe;

7. He oTkpbIBaii (aitnibl u gpyrue BIOKEHUS B MTUChMaX, AaKe €CIIA OHH MPHIILIA OT
TBOUX Jpy3ei. Jlydilie yTouHu y HUX, OTHPABISUIIN JTU OHU TeOe AT (Pailibl.

Hudposas penyranus

[{udpoBast pemyTarus - 5T0 HETaTUBHAS WK TIO3UTUBHAS WH(OpMAIIHS B CETH O Tebe.
KommnpomeTrupyromas napopmanus, pa3MelieHHas B UHTEPHETE, MOKET CEPbE3HBIM
o0pa3oM OTpa3uThcs Ha TBOEH peasibHOM ku3HU. "Llndposas pernyrauus" - 370 TBOM UMUK,
KOTOpBIN (hopmupyeTrcs u3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTo XKUTeNbCTBa, yueObl, TBOE (PMHAHCOBOE IOJI0KEHUE, OCOOEHHOCTHU XapaKTepa U
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

N kW
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MHor#e MoAPOCTKH JETKOMBICIIEHHO OTHOCSITCS K ITyOJIMKAIIAN JTHIHON HH(OpPMAITUU B
NuTepHere, HE MOHMMAasi BO3MOKHBIX MOCIEACTBUAN. ThI Take HE CMOKEIIIb JOTAIaThCA O
TOM, 4TO oTorpadus, pasmMerieHHas S JeT Ha3al, cTajla IPUIUHON OTKa3a MPUHATH TeOs Ha
paoory.
KommenTtapuu, pasmenienue TBoux ¢ororpaduii u Apyrue AeHCTBUS MOTYT HE HCUE3HYTh
JIaXKe TIOCJIe TOr0, KaK Thl UX yJAJIMIIb. Thl HE 3HACIIh, KTO COXPaHMUII 3Ty HH(OPMAILIHIO,
ToIaJia JIh OHAa B TIOUCKOBBIE CUCTEMbI M COXPAHUJIACH JIU OHA, a TJIAaBHOE: YTO MOyMAaIOT O
Te0e OKpY-KaIOIIKE JIF0IM, KOTOphIe HAWIYT M YBUIAT 3T0. Haiitn nHpopmMarumo MHOTO JIeT
CITYCTSI CMOYKET JII000H - KaK U3 TOOPBIX MOOYKIEHUM, TaK U C HAMEPEHHEM ITPUIHMHUTD
BpeJl. DTO MOXET OBITh KTO YTOHO.
OcHoBHBIE cOBeTHI 10 3amuTe UMGPOBOI pernyrannm:
1. Tlomymaii, mpexae 9em 4To-TO MyOJIUKOBaTh U TepeaaBaTh y ceOs B OJ0Te WK B
COILIMAJILHOM CETH;
2. B macTpotikax mpo¢uisi yCTaHOBH OTPaHUYCHUS Ha TIPOCMOTP TBOETO MPOQHIIS K €T0
COZEPKUMOT0, CHIENIald €ro TOJIBKO "I Apy3en’;
3. He pa3smemaii n He yka3piBail HHPOPMAIIHIO, KOTOPAs MOKET KOT0-THO0 OCKOPOIIAThH
WA O0MIKATh.
ABTOpCKOe NPaBo
CoBpeMeHHbIe IIKOJIBHUKH - aKTUBHBIE MMOJIb30BaTeIHU I(poBoro npocrpancTra. OgHako
JaJIEKO HE BCE 3HAIOT, YTO IOJIh30BaHUE MHOTUMHU BO3MOKHOCTSIMH IU(POBOTO MUPa
TpeOyeT coOJII0ICHHS TTPaB Ha MHTEIUICKTYJIbHYI0 COOCTBEHHOCTb.
TepmuH "uHTeMICKTYaaIbHasE COOCTBEHHOCTB' OTHOCHTCS K Pa3IMYHBIM TBOPCHHSIM
YeI0BEYCCKOr0 YMa, HAUMHAS C HOBBIX H300PETCHUI U 3HAKOB, 0003HAYAOIIIHMX
COOCTBEHHOCTD Ha MPOTYKTHI M YCIYTH, ¥ 3aKaHUYUBAsK KHUTaMH, (GOoTorpadusiMu,
KHHO(DMIIEMaMH ¥ MY3bIKQJIBHBIMU TTPOW3BEICHUSIMH.
ABTOpCKHE TpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha MPOU3BEICHUS
HayKH, JINTEPATyPhl U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYMNAIOT B Ka4€CTBE TAPAHTHUH TOTO,
YTO WHTEJUICKTYaJIbHBIN/TBOPUCCKUH TPy aBTOpa HE OYJIET HAIIPACHBIM, JaCT eMY
CITpaBeIJIMBBIC BO3MOKHOCTH 3apa00TaTh Ha pe3yjIbTaTax CBOETO TPyJa, MOJTYIUTh
M3BECTHOCTH M Mpu3Hanue. Hukro 6e3 pasperieHus: aBTopa He MOXKET BOCIIPOU3BOJIUTH €T0O
MIPOMU3BEACHUE, PACIIPOCTPAHSITH, TyOJIUYHO AEMOHCTPUPOBATh, IIPOJIaBaTh, UMIIOPTUPOBATH,
IyCKaTh B IIPOKAT, IMMyOJIMYHO UCTIOJIHATH, TOKA3bIBATh/UCIIONHATE B 2Hpe WU pa3MeIlaTh B
WNutepnere.
Hcnonb3oBanue "mupaTckoro” mporpaMMHOI0 00ECIICUeHHSI MOKET MPUBECTH K MHOTHM
pUCKaM: OT OTEPH JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOECTO YCTPOMCTBA, TIC
yCTaHOBJICHA HeJleTalbHas mporpamma. He ctout takxke 3a0bIBaTh, UTO CYIIECTBYIOT
JeranbHbIC M O€CIUIaTHBIC MPOIPAMMBI, KOTOPHIE MOKHO HAHTH B CETH.
O nopraJe
CeteBUYOK.p( - TBOH IIIaBHBIN COBETUHK B CETH. 37€Ch ThI MOKEIIIh Y3HATH O OE30MaCHOCTH
B CETH MOHSITHBIM U JOCTYITHBIM SI3bIKOM, a MPYU BO3HUKHOBEHUU KPUTUUECKOU CUTYaIIMHU
00paTUTHCS 32 COBETOM. A TakKe MPUHSTH Y4aCTHE B KOHKYpPCaX U CTaTh CaMbIM ITU(DPOBBIM
IrpaKTaHUHOM!
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